	[image: image2.png]



	Unencrypting Emails


	[image: image1.png]



	Unencrypting Emails

Page 2 of 3



	Instructions for unencrypting emails

	


These instructions will guide you through the process of setting up your email program to enable you to read encrypted emails. 

PerthWeb recommend that you use Eudora or Microsoft Outlook as the email program for encrypted emails. You may use Outlook Express, but the process of unencrypting the emails will be slightly more time-consuming. 

PerthWeb have supplied you with a CD-ROM that has the following files on it: 

· Eudora by Qualcomm

· PGP Freeware

· A text file that contains your PGP keys

· A text file that contains your PGP pass phrase

To begin, you need to install the PGP unencryption software on your computer.  

	How to install the PGP software

	


Locate the PGPfreeware6.5.1 directory on the CD-ROM, then click on Setup.exe to start the installation. 

Click ‘Next’ and follow the prompts to install the software. 

When prompted for User Information, enter your name and your company’s name. 

When prompted to Choose Destination Location, you may use the default location or click on Browse to select another location to install PGP. 

Important: When prompted to Select Components, make sure that the box  relating to ‘PGPnet Virtual Private Networking’ is unchecked. You can leave the other boxes checked. 

Click ‘Next’ until the setup is complete.

When asked ‘Do you have existing key rings you wish to use?’, click ‘No’. 

On the final prompt, uncheck the box ‘Launch PGPkeys’ and click ‘Finish’. 

The next step is to add your keys to the PGP program. To do this, you will need to configure PGPkeys.
	How to configure the PGPkeys

	


Locate the PGPkeys program through your Start menu – Start/Programs/PGP/PGPkeys

Choose Keys/Import

Locate the .asc.txt file that has been supplied on the CD-ROM. This file contains your keys. 

Click ‘Open’

The file you have chosen should now be selected in the Open Dialog window. Now choose ‘Import’. 

You will receive a prompt: ‘Some of the keys are private keys..’ etc. Click OK. 

Now your key will be selected in the PGPkeys window. Right-click on your key and choose Key Properties.

In the bottom left hand corner, check the box ‘Implicit Trust’ and Close the window. 

Your keys have now been set up and you are ready to read encrypted emails. To do this, first you’ll need to open your email program. 

	Reading the emails

	


Eudora by Qualcomm

Open the email and choose Edit/Message Plug-ins/PGP Decrypt & Verify. Type in your pass phrase (this has been supplied in a text file on the CD-ROM). The email will now be automatically unencrypted for you.
Microsoft Outlook 

Open the encrypted email and choose PGP/Decrypt/Verify from the message menu. Type in your pass phrase (this has been supplied in a text file on the CD-ROM). The email will now be automatically unencrypted for you. 

Microsoft Outlook Express

Once you’ve opened your email program, locate PGP tools through your Start menu – Start/Programs/PGP/PGPtools. 

Select all the content of the email you wish to unencrypt and copy it to the clipboard. 

Click on the Decript/Verify icon (the third icon from the right, with the open padlock). 

Choose ‘Clipboard’.

Type in your pass phrase (this has been supplied in a text file on the CD-ROM). 

The contents of the email will appear in a PGP window, choose ‘Copy to Clipboard’. You can now paste the information into a text editor, such as Notepad or Microsoft Word. 
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